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"A computer once beat me at chess, but it was no match
for me at kick boxing." — Emo Philips

Our Agenda

This workshop consists of three parts:

1. Introduction
* What's a web service?
* Why web services?
* Terminology and syntax
* Types
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2. Providing a Web Service with RPG
* Manually, with Apache
* Using the IBM's Integrated Web Services

3. Consuming a Web Service with RPG
* With SoapUl / HTTPAPI
* With WSDL2RPG




| am a Web Service. What Am 1?

A routine (program? Subprocedure?) that can be called over a TCP/IP
network. (Your LAN? Intranet?

» A callable routine. (Program? Subprocedure?)

* Callable over a TCP/IP Network. (LAN? Intranet? Internet?)
¢ ....can also be called from the same computer.

* Using the HTTP (or HTTPS) network protocol

Despite the name, not necessarily "web"
« different from a "web site" or "web application”

* input and output are via "parameters"” (of sorts) and are for programs to
use. No user interface -- not even a browser.

* can be used from a web application (just as an API or program could)
either from JavaScript in the browser, or from a server-side
programming language like RPG, PHP, .NET or Java

* but is just as likely to be called from other environments... even 5250!

Write Once, Call From Anywhere

In other words... Services Oriented Architecture (SOA).

* Your business logic (business rules) are implemented as a set of
"services" to any caller that needs them.

* Web services are only one of many ways to implement SOA. Don't
believe the hype!

Callable from anywhere
» Any other program, written in (just about) any language.
* From the same computer, or from another one.
* From the same office (data center), or from another one.

* From folks in the same company, or (if desired) any of your business
partners. Even the public, if you want!

RPG can function as either a provider (server) or a consumer (client)




Like Any Other Program Call

A “program call” (or subprocedure call) that
works over the Web.

* Very similar in concept to the CALL command.
CALL PGM(EXCHRATE) PARM(‘us’ ‘euro’ &DOLLARS &EUROQOS)

* Runs over the Web, so can call programs on
other computers anywhere in the world.

Imagine what you can do....

Imagine these scenarios...

Imagine some scenarios:

- You're writing a program that generates price quotes. Your quotes are in US
dollars. Your customer is in Germany. You can call a program that's located
out on the Internet somewhere to get the current exchange rate for the Euro.

- You're accepting credit cards for payment. After your customer keys a credit
card number into your application, you call a program on your bank's computer
to get the purchase approved instantly.

- You've accepted an order from a customer, and want to ship the goods via
UPS. You can call a program running on UPS's computer system and have it
calculate the cost of the shipment while you wait.

- Later, you can track that same shipment by calling a tracking program on
UPS's system. You can have up-to-the-minute information about where the
package is.




More Examples :

United Parcel Service (UPS) provides web services f  or:
» Verifying Package Delivery

Viewing the signature that was put on a package

Package Time-in-Transit

Calculating Rates and Services

Obtaining correct shipping information (zip codes, etc.)

» FedEx provides web services as well.
United States Postal Service
¢ Amazon.com

Validate Credit Cards
Get Stock Quotes
Check the Weather

Better Than a Web App? :

Designed to be called from other programs,
instead of interfacing directly with the user.

How are they different from web pages?

Or applications that use HTML for their user interface?

Can't | just call a regular web app from a program?

What good is a Web service, then?

Well, let's start by examining how a simple
web application might work...




Web Applications :

Flow of a typical web application...

* A Web browser displays a web page containing input
fields

* The user types some data or makes some selections

 The browser sends the data to a web server which then
passes it on to a program

» After processing, the program spits out a new web page
for the browser to display

Web Enabled Invoice

3 ACME Invoice Retrieval - Mozilla Firefox =10 x|

File Edit ‘Wiew Go Bookmarks  Tools  Help

@ - |:> - g @ I http:,l',l'www.acmewidgj B s I@,

|:| Release Motes D Plug-ins |:| Extensions D Support | ) Mozilla Comrmurnity

ACME Widgets Invoice Retrieval

We're very excited about this!

Invoice Number:

|5432'| Ok, |
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Web Enabled Invoice

% IMozilla Firefox

File Edit ‘iew Go  Bookmarks  Tools  Help

=101 %]

@ T E> 'g @I hietp: fvavy

w.acmewidgets.cnrrj @ Go I@,

D Release Mokes D Flug-ins D Extensions D Support | ) Mozilla Cormrmunity

ACME WIDGETS, INC.

Invoice# 12345

Date:

Ship To:

11/17/2004

Soott Klement
123 Sesame 36,
New York, NY 54321

Description

Elus Widget
Fed Widget with a Hat
Cherry Widget with Cream

P

Eill-To: Wayne Madden
Penton Media - Lowveland
221 E. Z9th St.
Lowveland, CO 80538

CJuantity Price Total

34 1.50 51

S 6.71 &0

906 0.50 453.

lease remit payvment for: 564,

Dane
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An idea IS born

Eureka! Our company could save time!

Automatically download the invoice in a program.

number as a substring of the 3rd line

Problem: The data is intended for people to

Get the date as a substring of the 4th line
Get the addresses from lines 6-9

read. Not a computer program!
- Data could be moved, images inserted, colors added

Read the invoice from the download file, get the invoice

- Every vendor's invoice would be complex & different
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Need to Know "What"

What you want to know is what things are,

rather than:
* Where they sit on a page.

* What they look like

The vendor needs to send data that's
"marked up."
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"Marked Up" Data

t IMazilla Firelos .liﬂ.l.!'
B R Dw @ bl Iz e
& - gy - a . P:j.} | htru:f.fwm-mwmnurr;' 0 |E,
- telease Notes | | Plug-ins || Extensions | Support Mezlla Comurity
: ACHE WIDGETS, INC.
Involce# 12345
Dace; 11/17/2004
Ship To: Scott Klement Bill-To: Wayne Nadden
123 Sesawe St. Penton Media - Lowveland
* New York, NY 54321 221 E. 29th St.
Loveland, €O 80538
Itém No Description Quantity Prip= Jtal
56071 Blue Widget 34 51.00
96402 Red Widget with a Hat 9 6.71 60.39
11011 Cherry Widget with Cresam 206 0.50 453.00
Please re ! Eor: 564,39
:Duu
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One Way to "Mark Up" is XML

Quick XML Syntax Review

Elements
* An XML opening tag and closing tag.
* Optionally with character data in between.
<company> Acme Widgets, Inc </company>
(opening)  char data (closing)

* Elements can be nested (see next slide)

Attributes
* Looks like a variable assignment
<company name="Acme Widgets, Inc"> </company>

* Opening/Closing Can Be Combined (a "shortcut")
<company hame="Acme Widgets, Inc" />

* Possible to have multiple attributes and character data
<company custno="1234" type="remit">Acme Widgets, Inc</company>
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"Marked Up" Data with XML

<invoice>
<remitto>
<company>Acme Widgets, Inc</company>
<[remitto>
<shipto>
<name>Scott Klement</name>
<address>
<addrline1>123 Sesame St.</addrline1>
<city>New York</city>
<state>NY</state>
<postalCode>54321</postalCode>
</address>
</shipto>
<billto>
<name>Wayne Madden</name>
<company>Penton Media - Loveland</company>
<address>
<addrline1>221 E. 29th St.</addrlinel>
<city>Loveland</city>
<state>CO</state>
<postalCode>80538</postalCode>
</address>
</billto>
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"Marked Up" Data with XML

<itemlist>

<item>
<itemno>56071</itemno>
<description>Blue Widget</description>
<gquantity>34</quantity>
<price>1.50</price>
<linetotal>51.00</linetotal>

<litem>

<item>
<itemno>98402</itemno>
<description>Red Widget with a Hat</description>
<guantity>9</quantity>
<price>6.71</price>
<linetotal>60.39</linetotal>

<litem>

<item>
<itemno>11011</itemno>
<description>Cherry Widget</description>
<quantity>906</quantity>
<price>0.50</price>
<linetotal>453.00</linetotal>

<litem>

<litemlist>
<total>564.39</total>
</invoice>
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XML Is Only One Option

Most web services use XML
* As discussed, it identifies "what"

* Possible to add more info without breaking compatibility
* Readable from any modern programming language
» Self-describing (well, sort of.)

Not all web services use XML

e Some do use it for both input and output

* Some use it only for output, and get input via URL
* Some use other formats (most commonly, JSON)

18




How Do They Work?

HTTP starts with a request for the server
* Can include a document (XML, JSON, etc)
* Document can contain "input parameters"

=

HTTP then runs server-side program
e input document is given to program
* HTTP waits til program completes.
e program outputs a new document (XML, JSON, etc)
e document contains "output parameters"
e document is returned to calling program.
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REST Web Services

http://www.scottklement.com/cust/495

* REST means "REpresentational State Transfer"

* The URL is said to "represent” an object -- and provides the input parmeters
*| like to think of it as "the noun"

« http € the network protocol

e www.scottklement.com < the server

* /cust/495 € the thing you want to act upon (the "noun")

* The HTTP "method" (like an opcode) theoretically provides the "verb"

* Due to software limitations, sometimes part of the URL is used for the verb
instead of the HTTP method.

Possible methods (and how they “change the state” of the object)

* GET (default) -- retrieve the customer -- same as typing URL into browser.
¢ POST -- modify the customer

« PUT -- create the customer

e DELETE -- delete the customer
20




RESTful Example

Easier way to think of REST
e all input is in URL
* output has no standard... can be anything (but usually is XML or JSON)

For example, you might have a web service that takes a customer number as
input, and returns that customer's address.

GET http://www.scottklement.com/cust/ 495
2 Or‘ -
GET http://www.scottklement.com/cust/495? op=retrieve

Input

<result>
<custid=" 495">
<name>ANCO FOOD&nhame>
<street> 1100 N.W. 33RD STREET </street>
<city> POMPANO BEAGHCity>
<state> FEl </state>
<postal> 33064-2121 </postal>
</cust>
</result>

Output
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REST With Multiple Parameters

» Although the previous slide had only one parameter, REST can have
multiple parameters -- but they must all fit on the same URL.

http://www.scottklement.com/invoice/ 495/ 20100901 / 20100930

» This web service is designed to return a list of invoices for a given customer
number, within a given date range.

* 495 = customer number
» 20100901 = start date (in year, month, date format)
* 20100930 = end date (in year, month, date format)

The web service would scan for the slashes, get the parameter info from the
URL, and build an XML document that matches the criteria.

Hope you get the idea... Since our time is limited, | won't show the XML
details for this REST service -- but | will immplement the same service with POX
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POX Web Services

http://www.scottklement.com/poxlib/invoice.pgm

* POX means "Plain Old XML"

* The URL points to a program that processes the XML

* The input message can be any XML document (you design it!)

* The program reads the XML, gets the input, processes it, and sends output
« Output can be any XML document (you design it!)

* Notice that the preceding URL doesn't contain any input parameters, it
merely tells the system which program to run.

¢ The input parameters are uploaded from an XML file...
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Input and Output in XML

<histQuery>
<custno> 4997 </custho>
<strdate> 20100930 </strdate>
<enddate> 20100930 </enddate>
</histQuery>

Input

<invoiceList>
<invoice id=" 76422 ">
<date> 20100930 </date>
<name>JACKIE OLSON</hame>
<amount> 24.00 </amount>
<weight> 8.0 </weight>
</invoice>
<invoice id=" 76424 ">
<date> 20100930 </date>
<name>REYNLDO DE LA TOREK/hame>
<amount> 5.00 </amount>
<weight> 5.0 </weight>
<f/invoice>
</invoiceList>

Output




SOAP Web Services

* Identical to POX, except it follows the SOAP standards for the XML
documents.

+ Also sends/receives data in XML format. Always XML.

* The XML represents the "parameters”

* Upload an XML document with "input parameters"

* ...then download an XML document with "output parameters"

* An additional "verb" can be supplied in the SoapAction parameter.

* Format of XML is heavily standardized.

* Always accompanied by a WSDL file (though, the other types can be, to0)
» XML is designed to be understood/generated by tools.

* By far the most complicated alternative... tooling is almost a requirement.
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How Would You Tell the World?

So... Web Services are Essentially Program Calls
* But different, because it's over "the web" (http)
« Every web service is different from the next.
» There are different methods of passing "parameters”
- and all of those methods are different from traditional RPG parameters!

If you wrote a reusable program, and wanted everyone to use it, how would
you explain it?

* Which server is it on?
* Which network protocol should you call it with?
* What parameters does it accept? (Sequence, data types, etc)

Would you use?

* Documentation in MS Word? Or PDF? Or a wiki somewhere?
* Maybe you'd teach other programmers in person? (like me!)

« Comments in the code?

* Expect the caller to read the code??!
26




WSDL Files

Web Services Description Language (WSDL)

¢ pronounced "WHIZ-dull"

» Standardized way of documenting a web service.

* Atype (schema? flavor?) of XML

« Can be generated by a tool from your parameter list!

* Can be read by a computer program to make your service easy to call

« Almost always used with SOAP. Occasionally also used with POX or REST.

Describes the web service:

* What it does

* What routines it offers (like procedures in a service program)
* Where the service is located (domain name or IP address)

* Protocol to use

 Structure of input/output messages (parameters)
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WSDL Skeleton

<definitions>

<types>
definition of types......

<ltypes>

<message>
definition:of a message:...
</message>

<portType>
definition of-a-poft i
</portType>

<binding>

definition:of a binding:.::
</binding>

<service>

a logical grouping of ports..;
<Iservice>

</definitions>

28




SOAP

SOAP = Simple Object Access Protocol

SOAP is an XML language that describes the parameters that you pass to the
programs that you call. When calling a Web service, there are two SOAP
documents -- an input document that you send to the program you're calling, and
an output document that gets sent back to you.

"Simple" is a relative term!

* Not as simple as RPG parameter lists.
* Not as simple as REST or POX
* Simpler than CORBA.

» Pretty much identical to POX, except the XML is standardized -- and there's
a WSDL!

29

SOAP Skeleton

Here's the skeleton of a SOAP message:

<soap:Envelope xmins:soap="http://www.w3.0rg/2001/1 2/soap-envelope"
soap:encodingStyle="http://www.w3.0rg/2001/12/soap- encoding” >

<soap:Header>
{optional) contains header: info; like paymentinfo or-authentication info
(crypto key. userid/password;:etc)
</soap:Header>
<soap:Body>
Contains:the parameter:info. (Varies by application 3
<soap:Fault>
(optional):error: info:

</soap:Fault>

</soap:Body>

</soap:Envelope>

30




Namespaces

SOAP always uses name spaces

- you combine your parameter data (user defined XML) with SOAP XML

- chance of conflicting names!

- name spaces keep them unique

- the URI of a name space isn't connected to over the network, it just
guarantees uniqueness (there's only one w3.org!)

<soap:Envelope xmlIns:soap="http://www.w3.0rg/2001/1 2/soap-envelope”
xmins:morgue="http://example.morgue.com/xml/cadaver net'>
<soap:Body =
<morgue:CadaverArray>
<morgue:Body >
<morgue:lastName>Klement</morgue:lastName>
<morgue:firstName>Scott</morgue:firstName>
</morgue:Body>
<morgue:Body >
<morgue:lastName>Smith</morgue:lastName>
<morgue:firstName>Paul</morgue:firstName>
</morgue:Body>
</morgue;CadaverArray>
</soap:Body>
</soap:Envelope>

31

More Namespace Notes

- An xmlIns without a prefix designates the "default" namespace.
- It's the URI, not the prefix that identifies the namespace.
(in the example below, tns:Body and Body are interchangable)

- Until recently, XML-INTO had very poor support for name spaces. (A
recent PTF added better namespace capability for 6.1+)

<soap:Envelope xmlIns:soap="http://www.w3.0rg/2001/1 2/soap-envelope”
xmins:tns="http://fexample.morgue.com/xml/cadavernet
xmins="http://example.morgue.com/xml/cadavernet” >
<spap:Body >
<CadaverArray>
<tns:Body: >
<lastName>Klement</lastName>
<firstName>Scott</firstName>
</tns:Body>
<Body>
<lastName>Smith</lastName>
<firstName>Paul</firstName>
</Body>
</CadaverArray>
</soap:Body>
</soap:Envelope>




Currency Exchange Example

* Free "demo" web service from WebServiceX.net
* The most frequently used sample that's included with HTTPAPI

If you've never used it before, how would you find it?
* Browsing a site like WebServiceX.net
* Or XMethods.net
« Or BindingPoint.com
* Or RemoteMethods.com
* Or simply Google for "(SUBJECT) WSDL"
- such as "Currency Exchange WSDL"

» Download the WSDL file to learn about the service.
* Almost everyone will use a tool (software) to understand WSDL

« | prefer an open source tool called SoapUIl (which is available in both a
"free” and "for money/supported" version.)

The WSDL will (of course) tell you what the SOAP messages would look like
33

Sample SOAP Documents

I've removed the namespace information to keep this example clear and simple. (In a
real program, you'd need those to be included as well.)

<?xml version="1.0"?>
<SOAP:Envelope:: (nanespaces :here)>
<SOAP:Body>
<ConversionRate>
<FromCurrency> USIX/FromCurrency>
<ToCurrency> EUR/ToCurrency>
</ConversionRate>
</SOAP:Body>
</SOAP:Envelope>

Input Message

<?xml version="1.0"?>
<SOAP:Envelope (nanespaces here)>
<SOAP:Body>
<ConversionRateResponse>
<ConversionRateResult> 0.7207 <[ConversionRateResult>
</ConversionRateResponse>
</SOAP:Body>
</SOAP:Envelope>

Output Message

34




SoapUl (1/2)

SoapUl is an open source (free of charge) program that you can use to get the SOAP
messages you'll need from a WDSL document. http://www.soapui.org

Click File / New WSDL Project

New WSDL Project

New WSDL Project [@
Creates a nesw WSOL Project in this workspace

Praject Mame |Currency |

Initial WsDL |.webservicex.net,l'Currenc',-'Convertu:ur.asmx?wsdl | [Bru:uwse... ]

Create Reguests Create sample requests For all operations?

Create Project File [ ] Creates a file for the praject {can always be created later)

Cancel
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SoapUl (2/2)

=3 a [)

fle Jools Deskiop Help

Rae X8 e 0
% :Projects M

+ e O 0O B (http:/ hesens webservice:. netiCurrencyConvertor, asmx -
B 5 @ curenr p=BEO00 @ hpd Currercy ]

2 X CurrencyCorwertorSoap

“soapeanv: Envalope (a ="http: //schenas  xmlsoap. oryg/|*
sy I

“soapenv: Header /=

ML

rsion
Lo 22 Request 1 “<soapenv:Eody=

Raw

“web: Conversionlates
“web: FromCurrency=>? < /web: Fromlurrency>
“web: ToCurrency>7 < /waeb: ToCurrency>
“/wab: Conversionlates
</ soapenv:Body>
<fsoapenv: Envelopas

Operation Properties

Property | Value
Diescription -
SONPAckian hitkp: f fwn webs. .
Cperakion Convers;
Skyle Docume
Tk s
soapUllog  httplog  jett]




Exercises

Look around the Internet for some REST web services. Try them in your
browser, see what you get with different input values.

Try the same thing with POX services. Just type an XML document into an
editor, and send it with an HTTP tool like HTTPAPI.

Install SoapUl on your PC.

Try loading different WSDLs into SoapUlI, changing the parameters, and
running them.
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"If you give someone a program, you will frustrate
them for a day; if you teach them how to program,
you will frustrate them for a lifetime."




Break is Over, time for REST

To get started with REST, let's tell Apache how to call our program.

ScriptAlias /cust  [gsys.lib/restful.lib/custinfo.pgm
<Directory /gsys.lib/restful.lib>

Order Allow,Deny

Allow From All
</Directory>

Just add the preceding code to an already working Apache instance on IBM i.
» ScriptAlias tells apache that you want to run a program.

If URL starts with /cust , Apache will CALL PGM(RESTFUL/CUSTINFO)
Our REST web service can be run from any IP address (Allow from all).

http://as400.klements.com feust 1495

* Browser connects to: as400.klements.com
» Apache sees the /cust and calls RESTFUL/CUSTINFO
* Our program can read the 495 (customer number) from the URL itself.
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This is CGI -- But It's Not HTML

Web servers (HTTP servers) have a standard way of calling a program on the
local system. It's know as Common Gateway Interface (CGl)

* The URL you were called from is available via the REQUEST URI env. var

* If any data is uploaded to your program (not usually done with REST) you can
retrieve it from "standard input".

+ To write data back from your program to Apache (and ultimately the web
service consumer) you write your data to "standard output"

To accomplish this, I'm going to use 3 different APIs (all provided by IBM)
¢ QtmhRdStin - € reads standard input

e getenv < retrieves an environment variable.

* QtmhWrStout <€ writes data to standard output.

40




Example REST Provider (1 of 3)

FCUSTEILE IF E

D getenv PR

D var

D QtmhWrStout
D DtaVar

D DtaVarLen
D ErrorCode

K DISK

* extproc('gete
* value options

PR extproc(‘Qtmh
65535a options(*vars
101 O const
8000A options(*vars

Derr ds qualified

D bytesProv 10i 0 inz(0)

D bytesAvail 10i 0inz(0)

D xml pr 5000a varying

D inp 5000a varying const
D CRLF C x'0d25'

D pos S 10i 0

D uri s 5000a varying

D data S 5000a

nv')
(*string)

WrStout')
ize)

ize)
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Example REST Provider (2 of 3)

lfree
uri = %str( getenv(REQUEST URLI) ); <=
monitor;

pos = Y%scan('/cust/; uri) + %len(/cust’);
custno = %int(%subst(uri:pos));

data = 'Status: 500 Invalid URI' + CRLF
+ 'Content-type: text/xml' + CRLF
+ CRLF
+ '<error>Invalid URI</error>' + CRLF;
QtmhWrStout(data: %len(%trimr(data)): err);
return;
endmon;

chain custno CUSTFILE;
if not %found;
data = 'Status: 500 Unknown Customer' + CRLF
+ 'Content-type: text/xml' + CRLF
+ CRLF
+ '<error>Unknown Customer Number</error>' + CRLF;
QtmhWrStout(data: %len(%trimr(data)): err);
return;
endif;




Example REST Provider (3 of 3)

data = 'Status: 200 OK' + CRLF <
+ 'Content-type: text/xml' + CRLF

+ CRLF
+'<result>'

+ '<cust id="" + %char(custno) + "'>'
'<hname>'  + xml(name) = + '</name>'
'<street>' + xml(street) + '</street>'

+
+
+'<city>'  +xml(city)  + '<[city>'

+ '<state>' + xml(state) + '</state>'
+ '<postal>' + xml(postal) = + '</postal>’
+ '<lcust>'

+'</result>' + CRLF;

QtmhWrStout(data: %len(%trimr(data)): err);
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Test the REST

£) Mozilla Firefox
File Edit Miew History Bookmarks Tools Help

6 - c LR ,:] hitkp:ffas400. Hements. comfcust /495 7 - '-'" p

| ] http://as400.klements.com/cust,/495 | = -

This 3L file does not appear to have any style information associated with it. The
document tree is shown below.

— <result=

= <cmst wW="455">
sname>ANCO FOODS </mame>
<street>1100 M. W. 33RD STREET <fstreei=
<euty>=FPOMPANO BEACH </eatv>
<state=FL</state>
<postal=>323064-2121<ipostal>

<frust=
<fresult>

Done . @
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Test REST with HTTPAPI

This requires HTTPAPI version 1.24 or later

HTTPAPI REQTYPE(*GET)
URL('http://as400.klements.com/cust/520")
DEBUG('/tmp/restdebug.txt’)
DOWNLOAD('/tmp/resttest.xml’)

If successful, the output from the web service will now be in the DOWNLOAD
file, shown above as /tmp/resttest.xml . Use the IBM i DSPF command
to view it on green-screen:

DSPF STMFE('/tmp/resttest.xml’)

HTTPAPI supports both GET and POST methods, and PUT & DELETE are
planned for the future. Plus, the DEBUG file can provide extra debugging
information when something is wrong.

DSPF STMFE(/tmp/restdebug.xml’)

A POX on Your REST!

Advantages of REST server

* Relatively simple to code with RPG/Apache.

« Simple enough that no special tools are needed, it's reasonable for you to
test/develop it yourself.

* Runs very efficiently.

» Easy to test (just use a browser.)

» Especially useful when you'll be implementing both the client/server inhouse.

* Very easy to call from JavaScript (AJAX)

Disadvantages of REST server

* Input parameters are very limited

* Input must be URL encoded, and legal in a URL

* Input length is limited (approx 2000 total length -- varies from browser to browser)
* No tooling supports it.

» There's no standard to the format of input/output information

Some of these limitations (mainly the input parameter limitations) can be

solved by using POX. 46




Apache Meets POX

To get started with REST, let's tell Apache how to call our program.

ScriptAlias Ipoxlib lgsys.lib/poxlib.lib
<Directory /gsys.lib/poxlib.lib>

Order Allow,Deny

Allow From All
</Directory>

» ScriptAlias tells apache that you want to run a program.

Our POX web services can be run from any IP address.

If URL starts with /poxlib , Apache will call pgms in POXLIB library.

http://as400.klements.com Ipoxlib  linvoice.pgm

» Browser connects to: as400.klements.com
» Apache sees the /poxlib/invoice.pgm and calls POXLIB/INVOICE
* Both input & output parameters are in XML

Just add the preceding code to an already working Apache instance on IBM i.
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Example POX Provider (1 of 4)

D QtmhRdStin = PR extproc('Qtmh RdStin’)
D Rcwar 65535a  options(*vars ize)

D RcwVarlLen 101 O const

D LenAvail 1010

D ErrorCode 8000A options(*vars ize)

D QtmhWrStout PR extproc('‘Qtmh WrStout')
D DtaVar 65535a options(*vars ize) const
D DtaVarLen 101 O const

D ErrorCode 8000A options(*vars ize)

D err ds qualified

D bytesProv 10i 0 inz(0)

D bytesAvail 10i 0 inz(0)

D xml pr 5000a varying

D inp 5000a varying const

D CRLF Cc x'0d25

D inputLen S 10i 0

D inputXml S 65535a

D data S 5000a
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Example POX Provider (2 of 4)

1 inputXml will look like this:
1

1l <histQuery>

1 <custno>4997</custno>

1l <strdate>20100901</strdate>
1 <enddate>20100930</enddate>
1 </histQuery>

D inputParm ds gualified

D custno 450

D strdate 8s0

D enddate 8s0

lfree

inputXml = *blanks;

QtmhRdStin( inputXml
: Yosize(inputXml)
inputLen
Lerr);

xml-into inputParm %xml(inputXml: ‘path=histQuery')

subfields need to match
: the; ‘ML element o
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Example POX Provider (3 of 4)

exec SQL declare C1 cursor for
select aiOrdn, ailDat; aiSNme, aiDamt, aiLbs
from ARSHIST
where aiCust = :inputParm.custno
and ailDat between :inputParm.strdate
and :inputParm.enddate;

exec SQL open C1;
exec SQL fetch next from C1 into :row;

if sglstt<>'00000'
and %subst(sqlstt:1:2) <>'01"
and %osubst(sqlstt:1:2) <> '02';
data = 'Status: 500 Query Failed' + CRLF
+ 'Content-type: text/xml' + CRLF

+ CRLF
+ '<error>Failed with SqglState=' + sqlstt + '</erro
+ CRLF;

QtmhWrStout(data: %len(%trimr(data)): err);

return;

endif;

in tﬁe ‘RES

r>'
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Example POX Provider (4 of 4)

data = 'Status: 200 OK' + CRLF
+ 'Content-type: text/xml' + CRLF
+ CRLF
+ '<invoicelist>";
QtmhWrStout(data: %len(%trimr(data)): err);

dow sqlstt="00000" or %subst(sqglstt:1:2)="01";

data = ‘<invoice id=" + row.inv + ">
+ '<date>' + %editc(row.date:'X') + '</date>
+ '<name>' + xml(row.name) + '</name>
+'<amount>'  + %char(row.amount) =+ '</amoun e
+ '<weight>' = + %char(row.weight)  + '</weigh t>!
+ '<finvoice>";

QtmhWrStout(data: %len(%trimr(data)): err);
exec SQL fetch next from C1 into irow;
enddo;

exec SQL close C1;

data = '</invoiceList>' + CRLF;
QtmhWrStout(data: %len(%trimr(data)): err);
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Testing for POX (1 of 2)

To test POX, we need to create an XML file to upload. The file must be ASCII.

QSH CMD('touch -C 819 /tmp/poxinput.xml’)
EDTE STMFE('tmp/poxinput.xml’)

Enter this:

<histQuery>
<custno>4997</custno>
<strdate>20100901</strdate>
<enddate>20100930</enddate>
</histQuery>

Now send it to the POX web service (again, requires HTTPAPI 1.24+)

HTTPAPI REQTYPE(*POST)
URL('http://as400.klements.com/poxlib/invoice.pgm’)
UPLOAD('/tmp/poxinput.xml’)
DOWNLOAD('/tmp/poxoutput.xml’)
DEBUG('/tmp/poxdebug.txt’)




Testing for POX (2 of 2)

To test POX, we need to create an XML file to upload. The file must be ASCII.

DSPF STMF('/tmp/poxoutput.xml’)

:  Fla=Repeat find
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Clean up the POX with SOAP

Advantages to POX
« Still relatively simple.
» Doesn't have the limitations on input parameters that REST has.

Disadvantages of POX

« Still no standard

« Still no tooling

« Slower and more complicated than REST.

* How would you document it for other programmers to use? If you published
it to the whole world, how easy would it be for them to implement it?

SOAP, with WSDL, is more complicated yet. But it's format is standardized,
and the tooling available for SOAP makes it easier for the "average joe on the
street" to call your web service.
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IBM's Integrated Web Services Server

We could do SOAP the same way as POX -- but we'd have to develop the
WSDL file manually, and that would be difficult. Fortunately, IBM provides a
Web Services tool with IBM i at no extra charge!

The tool takes care of all of the HTTP and XML work for you!

It's called the Integrated Web Services tool.
http://www.ibm.com/systems/i/software/iws/
» Can be used to provide web services

» Can also be used to consume them -- but requires in-depth knowledge of
C and pointers -- | won't cover IBM's consumer tool today.

Requirements:

* IBM i operating system, version 5.4 or newer.

* 57xx-SS1, opt 30: QShell

* 57xx-SS1, opt 33: PASE

* 57xx-JV1, opt 8: J2SE 5.0 32-bit (Java)

* 57xx-DGL1 -- the HTTP server (powered by Apache)

Make sure you have the latest cum & group PTFs installed. 55

SOAP Example and PCML

This is an example of creating a SOAP web service that works like the 'CUST'
REST example that | showed you previously. To get started, | need an RPG
program that uses input/output parameters for the fields we want to return.

PCML = Program Call Markup Language

* Aflavor of XML that describes a program's (or *SRVPGM's) parameters.

» Can be generated for you by the RPG compiler, and stored in the IFS:

CRTBNDRPG PGM(xyz) SRCFILE(QRPGLESRC)
PGMINFO(*PCML)
INFOSTME(/path/to/myfile.pcml’)

* Or can be embedded into the module/program objects themselves, with an
H-spec:

H PGMINFO(*PCML:*MODULE)
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SOAP GETCUST (1 of 2)

H DETACTGRP(*NO) ACTGRP('SOAP') PGMINEO(*PCML: *MOD

FCUSTFILE IF E

K DISK PREFIX('CUST.

D CUST E DS qualified
D extname(CUSTF
D GETCUST PR ExtPgm('GETCU
D CustNo like(Cust:Cus
D Name like(Cust.Nam
D Street like(Cust.Str
D City like(Cust.Cit
D State like(Cust.Sta
D Postal like(Cust.Pos
D GETCUST Pl
D CustNo like(Cust.Cus
D Name like(Cust.Nam
D Street like(Cust.Str
D City like(Cust.Cit
D State like(Cust.Sta
D Postal like(Cust.Pos
57
SOAP GETCUST (2 of 2)
[free
chain CustNo CUSTFILE;
if not %found;
msgdta = 'Customer not found.’;
QOMHSNDPM( 'CPF9897": 'QCPEMSG  *LIBL'
: msgdta: %len(msgdta): *ESCAPE' it o
: *PGMBDY": 1: MsgKey: err ); ;
else;
Custno = Cust.Custno;
Name = Cust.name;
Street = Cust.Street;
City = Cust.City; When there are no
State = Cust.State; et
Postal = Cust.Postal;
endif;
*inlr = *on;
lend-free
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The Wizarding World

Step 1 was to make my RPG program, using parameters to return the result.

Step 2 is to set it up in the IWS's web service wizard.
* It'll do all the XML and HTTP stuff for me.
» Theoretically, | don't need to know anything about the XML...

* In other languages (Java, .NET, PHP, etc) many programmers know nothing
about how SOAP web services work internally -- they just know it's a way to
call a routine over a network. They're used to the XML being handled for
them.

Step 3 will be to test my new web service with SoapUl
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The IWS Wizard (1 of 13)

ol

_ —
£) i510S Tasks - Mozilla Firefox =1
File Edit View History Bookmarks Tools Help

G g C L ey = P

|_1j hikp: [/ as400 Kements, com/cust/S20

|| o

OS Tasks

() IBM Corporation 2000 435400 KLEMENTS COM

IBM Web Admmistration for i5/08 /

Configure HTTP servers, application servers and deploy applications

iSeries Navigater TRL Advisor
Lean how to add i503 administration tasks into your web applications

E Digital Certificate Manager

Create, distribute, and manage Digital Certificates

iz, IBM Directory Server for i5/08
Administer the IEM Directory Server

IBM IPP Sexver for i5/08
Configare the IBM [PP Server

. ,‘ Cryptographic Coprocessor
&

Configure the cryptographic coprocessor

i3/08 Web-Based Help Server
Administer the Web-based help server




The IWS Wizard (2 of 13)

) HTTP Server Administration on AS400 - Mozilla Firefox

Eile Edit Wew History Bookmarks Iools Help

6 - C 5 |0 hitp:jjas400. Hements. com:2001 HTTPAdmin 77 - | |- ol

J hitp: /fas400 Kements comjcust{S20

| | HTTP Server Administration on A... i3 | +

IBM Web Administration for i

Setup i Auvanced | R

ANl Servers Application Servers | ASF Tomcat Servers

= Common Tasks and Wizards Server a 2rs| Address:Port Associated Application Sapes

J Create Web Services Server
o Create HTTP Server

J Creste Application Server

o Migrate Original to Apache

ADMIN Apachef2083 @ Rwming *2001
APACHEDFT  Apachei2 063 @ Siopped *20 Mone

J Creste WebSphere Portal
J Create IBM Workplace

Apachef2.063 @ Stopped 192168548082 Mane
@ Stopped %2020 Mane
@ Stopped %8080 Mane

,.
Apachef2 063 ,_;33 Mane
QIPPSVR Apacher2.0.63
TEST1 Apachef2.0.63

ZENDCORE Apachef2 063

OO O CCOPO
=
=

Server startup parameters .

£ i

Refresh Start | Stop || Restat
 Manage Details Delete || Rename
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) HTTP Server Administration on AS400 - Mozilla Firefox

Eile Edit Wiew History Bookmarks Tools Help

G - c il ,j http:!tas400. Hements . com: 2001 HT TPa&dmin Ty = -...-

| hikkp:{as400 Kements .com/ cust{S20 |1 HTTP Server Administration on A... G |+
IBM Web Administration for i

@ wensphere
F o
All Servers  HTTP Servers | Application Servers | ASF Tomeat Servers

w Common Tasks and Wizards

J Create Web Services Server Create Web Services Server

Jd Create HTTP Server P

T Crmabs Applioaln Sarser Specify User 1D for Server - Step T of 8

 Migrate Original to Apache

J Creste webSphere Portal ‘Welcome to the Create Web Services Server wizard. A YWeb services s

J Create IBM Workplace externalize existing programs running on IBM i, such as RPG and COH:

service clients can then interact with these IBM | prograrm based ser
service based industry standard communication protocols such as 5
using awariety of platforms and programming languages such as C,
everything needed to run Web services.

For more information, please wisit hitphowaan- 03 ibm . cormisysten s

The server requires an IBM | user ID to run the server's jobs
specified to run the server's jobs since this user ID is i
and directories.

Specify user ID for this server: &

O Use default user ID

® Specify an existing user ID
User D [KLEMSCOT _ |

O Create a new user ID

Back || Next Cancel




The IWS Wizard (4 of 13)

) HTTP Server Administration on AS400 - Mozilla Firefox
File Edit View History Bookmarks Tools Help

G - c a ,_l] hittp: | fas400. Hements. com: 2001 HT TP Adrin 13 = “.' 2 2
| ] htp:{{as400.kements,com/cust{520 | ] HTTP Server Administration on A... & | + -
IBM Web Administration for i

Setup WUSTEUTM Advanced | Related Links
ANServers  HTTP Servers | Application Servers | ASF Tomeat Servers

w Common Tasks and Wizards

J Create Web Services Server Create Web Services Server
J Creste HTTP Server . ; :
2§ Croele Applioalon Sanwer Externalize an IBM i Prograr as a Web Service - Step 2 of 8

 Migrate Original o Apache
J Create WebSphere Portal

You may externalize an IBM i program object as aWeb service. The program object must be an existing
J Create [BM Workplace

Integrated Language Emdronment (LE) pragram (*PGM) or serice program ("SRVPGM) object. Currently, anly
program objects written using the COBOL or RPG programming languages are suppored.

Externalize an |BM i program as a Web setvice: 9

Deploynew service to externalize an IBM i program.
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The IWS Wizard (5 of 13)

IBM Web Administration for i

=N Manage ed | Related Links

All Servers  HTTF Servers | Application Servers | ASF Tomiat Servers

w Common Tazks and Wizards

) Create Weh Services Server Create Web Services Server
J Create HTTP Server . . . . .
) Giesi AT SarEy Deploy Mew Senice: Specify Location of IBM T Program Object - Step 3 of 8

A Migrate Criginal to Apache
J Create WebSphere Portal

The IBM i object to be externalized as a Web service must be an existing ILE program (P GM) or service
J Create [Bb Warkplace

program (FSREVPGHM) located on the system. Currently, only program objects written using the COBOL or RPG
programming languages are supported.

Specify the library and program object for the Web service. 9

® Specify IBM i library and ILE program ohject name (Recommended)
fou can specify the program ohject location by entering the name

ohject, as well a5 the name ofthe program object. This is
program ohject.

Library narne: SOAFLIB
ILE Ohject name: |GETCUST

ILE Objecttype: O *sRvPGM @ *PGM

O Browse the integrated file systern for the IBM i program ohject

o




The IWS Wizard (6 of 13)

IBM Web Administration for i @ websphere

All Servers  HTTF Servers | Application Servers | ASF Tomcat Servers

w Common Tazks and Wizards
) Create Weh Services Server Create Web Services Server
J Create HTTP Server
J Create Application Server
J Migrate Original to Apache
J Create WebSphere Portal Specify & unique narme for this service. (2]
A Create [BM YWorkplace

Deploy Mew Senice: Specify Name for Service - Step 4 of 8

Service nare: |GETCUST

Service description: |Retrieve Customer Address
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The IWS Wizard (7 of 13)

IBM Web Administration for i
Setup canced |

ANl Servers  HTTP Servers | Application Servers | ASF Tomeat Servers

w Common Tazks and Wizards procedure is a set of selfcontained high-level language statements that performs a paricular task and 5
J Create Web Services Server then returns to the caller. A service program contains one or more procedures. A program contains only
) Create HTTP Server one procedure.

J Create Application Server

) Migrate Original to &pache

) Create WebSphere Portal The table below lists all the exported procedures

J Create IBM Workplace through this Yeb serice. Expand the procedure
parameters. The Usage parameter attribute affec
‘Wieh senvce. For array type parameters, modifiin

Export procedures: 9

Select Procedure name/Parameter name Usage

» BETCUBT
8 CUSTNO (inpuoutout ¥ |
@ NAME lowput ]
@ STREET [ output |

@ CITY ouput ¥
@ STATE output ¥
@ POSTAL [ output ™

- T ] = — input
(Bulti N Desnioel N Bl L DORRIES Y e ouitpust

|

|Back || Next | | Cancel |
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The IWS Wizard (8 of 13)

IBM Web Administration for i

Setup

@ WebSphere,

nced | Related Links
All Servers  HTTP Servers | Application Servers | ASF Tomcat Servers

w Common Tazks and Wizards

) Create Wb Services Server Create Web Services Server
J Create HTTP Server o . g . .
51 Croste Application Server Depioy Mew Senice: Specify User 10 for this Sewvice - Step 6 of 8

A Migrate Criginal to Apache
J Create WehSphere Portal

The serice requires an IBM i user 1D to run the program object that contains the Web senice husiness logic.
J Create 1BM Workplace

Specify User D for this Service: 9
® Use server's user ID

The server's user D must have the necessary autharity to this program ohject and any other additional
program ohjects.

[ ] Specify an existing user D
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The IWS Wizard (9 of 13)

IBM Web Administration for i 2
| WebSphere.
=N Manage [ ced | Related Links @ P

All Servers  HTTP Semers | Application Seners | ASF Tomcat Servers

w Common Tazks and Wizards

0 Create Wieh Services Server Create Web Services Server
J Creste HTTP Server . . . .
) Giees AT SaREy Depioy Mew Sendce: Specify Librany List - Step 7 of 8

A Migrate Criginal to Apache
J Create WWebSphere Portal

The functionality of the 1BM i program you want to externalize as aWeb service may depend upon ather IBM i
J Create 1BM Workplace

programs in the system. Specify all libraries inwhich programs existthat the Web serice programs depend
an. If no librang is specified, a default library list is used.

Library list entries: 9
Library name
O QGPL
O GTEMP
O S0APLIE
@ |MvLB |

[ Remove ][ Rermowve All ][ ove up ][ Move down ] [ Continue
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The IWS Wizard (10 of 13)

IBM Web Administration for i
Setup
ANl Se

(7 e

rvers HTTP Serve

|i3

w Common Tasks and Wizards
J Create Web Services Server Servers Services Operations
J Creste HTTP Server
J Create Application Server

J Migrate Criginal to Apache Web Services Server Information
J Create WebSphere Portal
 Create IBM Workplace Server name: WSERVICE

Server description: Web semnvices server WSERVICE, created by the Create Web Services Server wizard.
Internal port range: 10000 - 10009

Server root: P SERVICE
Server URL: http:ffas400 klements.co
User ID for server: KLEMSCOT

Context root: hiveh

HTTP Server Information

HTTP server name: WSERVICE
HTTP server description. HTTF server created by the Create YWeb Service Server wizard.
Port: 10010

Document root: FarieniS ERVICE/tdocs
Server root: B S ERVICE
Server association: WIERVICE

< 1]
|Back | |Finish | |<€mcer—

The IWS Wizard (11 of 13)

IBM Web Administration for i

€ webSphere
ed | Related Links E

Setup -
All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers
< Creating Semr:iWSER\ﬂCE—W.S(WEbservices) v |

| >

w Common Tasks and Wizards
J Create Web Services Server
J Creste HTTP Server
J Create Spplication Server
) Migrate Original to &pache
J Create WebSphere Portal
J Create [BM Workplace

Sener. WSERVICE

s server WSERVICE, created by the Create Web Services Server wizard,

Serices
ing of
services, Yeb g
based services fro
standard cornmuni
implermented using
C, C++, Java and .
Web services server and the services for IBM i program objects. Other
management functions such as starting, stopping and deleting services are
also provided. =
For more information, please visit: hitp:/fwwea-03.ibrm. com/isy stems
Az oftwarefives/

Server "WIERVICE" is in the process of being created. To update the
status, click the Refresh icon above.

Note: To update the status, chkRefresh
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The IWS Wizard (12 of 13)

Manage
Deployed
Sernvices

~.

Server: “WSERVICE"

@ ConvertTemp
@ GETCUST

When you see this box (with the "green light" balls) it
means your service is active!
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IBM Web Administration for i

The IWS Wizard (13 of 13)

Advanced | Related Links

@ WebSphere

w Common Tasks and Wizards
J Create Web Services Server
J Create HTTP Server
J Create Application Server
 Migrate Original to Apache
J Create WebSphere Portal
J Create [BM Workplace

w \Wigh Services Wizards
. Deploy Mewy Service

» Server Praperties
[ Properties
B Server Tracing
B Wiew HTTP Servers

All Servers | HTTF Servers  Application Servers  ASF Tomcat Servers
erumning  [JJ[# serer WSERVICE -1 3 (web senvices) M|

WEERWICE = Manage Deployved Serdces

Manage Deployed Services
Data current as of Oct 9, 2010 6:30:19 PM.

Deploved services: ©
Service name Status
O ComwertTemp @ Running

Startup type  WSDL - service definition
Automatic @4 View definition

{&i GETCUST ®Running  Automatic =4 View definition
p_i'osf Stop | Pro_per_igi'e_rs Uninstall Refresh est Service |
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Testing SOAP with SoapUl (1 of 4)

soapll 2.0.2

Tools Deskiop  Help

Impart Froject

Impark Remote Froject

Save All Prajects crl+als

Open All Closed Projects
Close All Open Projects

Rename

(<)
New WSDL Project @
|

Mew WSDL Project

Creates a new WSOL Project in this workspace

Project Marne |GetCust

S~ Initial W3DL |:Iements.corn:1DDID,l'web,l'services,l'GETCUST?wsdI|| [Browse... ]

Create Reguests Create sample requests For all operations?

Create Project File [ ] Creates afile For the project {can always be created later)
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Testing SOAP with SoapUl (2 of 4)

Bad X6

l"‘é?]ec‘c::&lst b = i OO m [{'rttp:.l',iasmﬂ.kiements.com:lmiﬂhvebﬁservicesll’GETCUST
= T GETCUSTSOAPT 1Bindi ; ksoapenv: Envelope ! ! ="hrtp! //sc;f =
B gstoust <soapenv:Header/> =
Request 1 5 <goapenv:Body> 5
: 2 -
[ 5 gebcust_xXML

<xsd:getcust>
<i-—Cptionali-—»>
<xsd: parami>
€l=-0ptlonal i~
<xsd: CUSTNO>?</xsd: CUSTNO>
</ xsd: paraml>
</x=sd:gstcust>
</soapenv:Body>
soapenv:Envelope>

Request Properties Aut  Headers (00 Attachments (0) vor - Pins
Property Walue |‘=l : B

soapUllog  httplog  jetty log  error log  memary log I




Testing SOAP with SoapUl (3 of 4)

file Tools Desktop  Help
Bad B
_ Pg’zc::cm Y 22 0. [1'1t‘tp:.l',ias400.k|emerts.com:10310,hveb,ﬂserw:es||’GETCUST
=~ X GETCUSTSOAPL 1Binding ; ksoapenv: Envelope w="http: //sc:]: g
=% getcust <goapenv:Header/> bt
(_.3 Request 1 é <goapenv:Body> é
5 g e <xsd: getoust> o
<l-—Cptionali-—»>
<xsd: parami>
€l=-0ptlonal i——»
<xsd: CUSTHNO»?</xsd: CUSTNO>
</ x=d: paraml>
</x=sd:getcust>
</soapenv:Body>
</zoapenv:Envelope>
) [
Request Properties Aut  Headers (0)  Atbachments (0)
Pr L Walue
[ 0

s0apUI log

httplog  jetty log  error log  memory log

Testing SOAP with SoapUl (4 of 4)

B s0apUl 2.0.2

file Tools Desktop  Help
Bad B
B b = O 0 ® [ as400.Kements.com: 1001 0jwebfservices/GETCLST - % + @
= &) Getcust = \ g —
E}I GETCUSTSOAP 1Biny ; <goapenv: :‘; g scaNenv:Envelope ="http://schemas, xx=
=& getcust <gcape <sNapenv:Body>
- 37 Redusstl é <goaps é s:getcustResponse ="http://getcus
BB pan_0e. <xs <ns: return>
<ns:! CITY>FORT DODGE</ ns: _CITY>
<ns:_ CURTNO>520</ns: CUSTNO>
<ns!_NAME>NORTHEEN LIGHTS& DIST INC</n
<nsi_POSTAL>50501-5513</n=s: POSTAL>
<ns:_ #TATE>IA</ns:_8TATE>
</ <ns: STREET>2949 8TH AVENUE SOUTH</ns:
</soap </ns: return>
</ scapeny </ns:getcustResponse>
= </goapenv:Body>
(— ]| B Didl| »
Request Properties oo Hean,  Attac,., Headers (7)  Attachments {0)
| Property Vakus response time: 333ms (482 bytes) 1:1
m sogpUllog  httplog  jettylog  errorlog  memmory log I




A SOAP Service With a List

The GETCUST service only returns one "record" so to speak.
Can | do something like the "Invoice List" (the POX example) using SOAP?

* Q: How do | do that if Idon't code the XML in the program?
A: With an array!

* Q: How do make an array that returns a list of "records" (more than one field
per array element)?
* A: Use an array of data structures.

Q: What if the number of returned elements (i.e. the number of invoices in the
list) varies? How can | specify the number of returned array elements?

A: If you code a "10i 0" parameter in your parameter list, IWS will let you use it
to control the array size.
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SOAPINV (invoice list) (1 of 2)

H OPTION(*SRCSTMT: *NODEBUGIO) PGMINFO(*PCML:*MODUL E)

D row ds qualified inz

D inv 5a

D date 850

D name 25a invoice in the list
Lo 9p 2 e
D weight 9p 1

D SOAPINV PR ExtPgm('SOAPI NVY)

D CustNo 4p 0 const

D strDate 8p 0 const

D endDate 8p 0 const

D rtnCount 10i 0

D rtnList likeds(row) d im(999)

D SOAPINV Pl

D CustNo 4p 0 const

D strDate 8p 0 const

D endDate 8p 0 const

D rtnCount 10i 0

D rtnList likeds(row) d im(999)
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SOAPINV (invoice list) (2 of 2)

rtnCount = 0;

exec SQL declare C1 cursor for
select aiOrdn, ailDat, aiSNme, aiDamt, aiLbs
from ARSHIST

where aiCust = ‘CustNo
and ailDat between strDate
and i iendDate :;

exec SQL open C1;
exec SQL fetch next from C1 into :row;

dow sqlstt="00000" or %subst(sqlstt:1:2)="01";
nCount = rtinCount + 1;

rtnList(rtnCount) = row;
exec SQL fetch next from C1 into :row;
enddo;

exec SQL close C1;
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SOAPINV In the Wizard (1 of 2)

@ Running Bewer:E

w Common Tasks and Wizards
 Create Web Services Server
 Create HTTP Server
A Create Application Serwver
A Migrate Original to Apache
J Create WebSphere Portal
J Create [BM Warkplace

The other screens will be the same as

w Web Services \Wizards

4] DI S 253 they were for GETCUST.
w Server Properties
B Properties Except, that on the parameter screen,
[ Server Tracing
By Wiew HTTP Sarvers | have to tell IWS about the returned

parameter count.
w Services
[ Manage Deployved Services
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SOAPINV In the Wizard (2 of 2)

Export prncedures:g

Select Procedure name/Parameter name Usage Data type Count
v SOAPINY
B CUSTMOD packed
B STRDATE packed
B EMDDATE packed
B RTMCOUNT int
B RTHLIST struct

SelectAll || Deselectall | | Expand All || Collapse Al |

/.m

Exercises

* Download and try the REST services from this talk (using a browser.)

* Modify the REST service to take multiple parameters, and return an array (like
the POX example)

« Try writing your own REST web service.
* Try the POX example. Is it easier or harder than the REST one?
* Install/configure a SOAP web service using IWS.

* Note how the IWS simplifies writing the service... but also note the
performance difference, and limitations of parameter types.

* Try calling your IWS web service with SoapUl.

* Bigger Challenge: Using the same XML from SoapUl, and the WSDL from
IWS, try creating a SOAP service manually -- like the POX one, where the
data is uploaded/downloaded through Apache. Note the performance
difference.
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RPG as a Web Service Consumer

Presented by

Scott Klement
http://www.scottklement.com

© 2010-2011, Scott Klement

"l would love to change the world, but they won't
give me the source code"

HTTPAPI

Normally when we use the Web, we use a Web browser. The browser connects to a web
server, issues our request, downloads the result and displays it on the screen.

When making a program-to-program call, however, a browser isn't the right tool. Instead,
you need a tool that knows how to send and receive data from a Web server that can be
integrated right into your RPG programs.

That's what HTTPAPI is for!

- HTTPAPI s a free (open source) tool to act like an HTTP client (the role usually played
by the browser.)

- HTTPAPI was originally written by me (Scott Klement) to assist with a project that | had
back in 2001.

- Since | thought it might be useful to others, | made it free and available to everyone.

http://ww. scottkl enment. com httpapi/
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More about HTTPAPI

How did HTTPAPI come about?

* | needed a way to automate downloading ACS updates
from the United States Postal Service

» A friend needed a way to track packages with UPS from
his RPG software

* Since many people seemed to need this type of
application, | decided to make it publicly available under
an Open Source license
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Consume REST (1 of 3)

This is the REST example from the last section -- but now I'll consume it!

H DFTACTGRP(*NO) ACTGRP(KLEMENT') BNDDIR(HTTPAPI' )
lcopy HTTPAPI H

lcopy IFSIO_H

D url S 1000a varying

D stmf (S 1000a varying

Drc S 10i 0

D errMsg S 52a varying

D custlnfo ds qualified

D id 450

D name 25a

D street 25a

D city 15a

D state 2a

D postal 10a

C  *ENTRY PLIST

Cc PARM InputCu st 155
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Consume REST (2 of 3)

lfree

endif;

if rc=500;

else;

endif;

unlink(stmf);
*inlr = *on;
lend-free

stmf = 'imp/getcust.xml’;
url = 'http:/fas400.klements.com/cust/'
+ %char(%int(InputCust));

rc = http_get(url: stmf);
if (rc<>1 and rc<>500);
http_crash();

xml-into errMsg Y%xml(stmf: 'path=error doc=file');
dsply errMsg;

xml-into custinfo %xml(stmf: 'path=result/cust doc=
dsply custinfo.name;
dsply custinfo.street;
dsply ( custlnfo.city +'*
+ custinfo.state + '’
+ custinfo.postal );

file');

Consume REST (3 of 3)

When | run it like this:

CALL MYCUST PARM(495)

It responds with:

DSPLY ANCO FOODS
DSPLY 1100 N.W. 33RD STREET
DSPLY POMPANO BEACH FL 33064-2121

When | run it like this:

CALL MYCUST PARM(123)

It responds with:

DSPLY Unknown Customer Number
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Currency Exchange Example

In the first section of this seminar, we talked about currency exchange, and | showed you

what the SOAP messages for WebServiceX.net's currency exchange looked like.

Now it's time to try calling that web service from an RPG program!

Steps to writing a SOAP web service consumer with HTTPAPI:
* Get the WSDL
Try the WSDL with SoapUl so you know what it looks like.

Copy/paste the XML for the SOAP message into an RPG program.

» Convert to a big EVAL statement

» Insert any variable data at the right places

» Create one big string variable with XML data.
Pass the SOAP message to HTTPAPI's http_post_xml() routine.
Parse the XML you receive as a response.
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SOAP Consumer (1/4)

H DETACTGRP(*NO) BNDDIR('LIBHTTP/HTTPAPL’)

D EXCHRATE PR EXtPgm(EXCHRATE)
D Countryl 3A const

D Country2 3A const

D Amount 15P 5 const

D EXCHRATE Pl

D Countryl 3A  const

D Country2 3A const

D Amount 15P 5 const

Icopy libhttp/grpglesrc;httpapi: h

D Incoming PR

D rate 8F

D depth 101 0 value

D name 1024A varying const
D path 24576A  varying const
D value 32767A varying const
D attrs * dim(32767)

D const options(*varsize)
D SOAP S 32767A varying
Drc S 101 0

D rate S 8F

D Result s 12P 2

D msg S 50A

D wait s 1A




SOAP Consumer (2/4)

Ifree

SOAP =

‘<?xml version="1.0" encoding="is0-8859-1" standalone="no"?>'
+'<SOAP:Envelope’
+' xmIns:SOAP="http://schemas.xmlsoap.org/soap/envelope/"
+'xmiInsiths="http://www.webserviceX-NET/">'
+'<SOAP:Body>"
+' <tns:ConversionRate>’
+' - <tns:FromCurrency>'+ %trim(Country1) +'</tns:FromCurrency>'
+' - <tns:ToCurrency>'+ %trim(Country2) +'</tns:ToCurrency>'
+' </tns:ConversionRate>'
+'</SOAP:Body>"
+'</SOAP:Envelope>';

rc = http. post. xmi(
‘http:/lwww.webservicex.net/CurrencyConvertor.asmx’
: %addr(SOAP) + 2
: %len(SOAP)
T*NULL
- Y%paddr(incoming)
: Y%addr(rate)
THTTP_TIMEOUT
HTTP_USERAGENT
:'text/xml!
“‘http:/lwww.webserviceX.NET/ConversionRate?);
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SOAP Consumer (3/4)

if (rc <> 1);
msg = http_error();
else;
Result = %dech(Amount * rate: 12: 2);
msg = 'Result = ' + %char(Result);
endif;

dsply msg ' ' wait;

*inlr = *on;
lend-free
P-Incoming B
D Incoming Pl
D rate 8F
D depth 101 0 value
D name 1024A varying const
every XMielementin ] D path 24576A varying const
D value 32767A varying const
D attrs * dim(32767)
D const options(*varsize)
Ifree
if (name = ‘ConversionRateResult’);
rate = %float(value);
endif;
lend-free

P E




SOAP Consumer (4/4)

Command Entry
Request level: 1
Previous commands and messages:
> call exchrate parm('USD' 'EUR' 185.50)
DSPLY Result =133.69

Bottom
Type command, press Enter.

=—==>

F3=Exit F4=Prompt F9=Retrieve F10=Include det ailed messages
F11=Display full ~ F12=Cancel F13=Information Assistant F24=More keys
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What Just Happened?

HTTPAPI does not know how to create an XML document , but it does
know how to parse one.

In the previous example:

- The SOAP document was created in a variable using a big EVAL statement.

- The variable that contained the SOAP document was passed to HTTPAPI
and HTTPAPI sent it to the Web site.

- The subprocedure we called (http_post_ xml ) utilizes HTTPAPI's built-in
XML parser to parse the result as it comes over the wire.

- As each XML element is received, the Incoming()  subprocedure is called.

- When that subprocedure finds a <ConversionRateResult> element, it
saves the element's value to the "rate" variable.

« When http_post_xml() has completed, the rate variable is set. You can

multiply the input currency amount by the rate to get the output currency
amount.
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No! Let Me Parse It!

If you don't want to use HTTPAPI's XML parser, you can call the
http_url_post() API instead of http_post_xml()

In that situation, the result will be saved to a stream file in the IFS, and you
can use another XML parser instead of the one in HTTPAPI.

rc = http_url_post(
‘http:/lwww.webservicex.net/CurrencyConvertor.asmx’
: Yaddr(SOAP) + 2
: %len(SOAP)
1 mplCurrencyExchangeResult. soap’
: HTTP_TIMEOUT
: HTTP_USERAGENT
: 'textixml!
: 'http:/lwww.webserviceX.NET/ConversionRate' );

For example, you may want to use RPG's built in support for XML in V5R4 to

parse the document rather than let HTTPAPI do it. (XML-SAX op-code) 95

Handling Errors with HTTPAPI

Most of the HTTPAPI routines return 1 when successf ul

* Although this allows %/o.u to detect when something h as failed, it only tells
you that something failed, not what failed

* The http_error() routine can tell you an error number, a message, or both
* The following is the prototype for the http_error() API

D http_error PR 80A
D peErrorNo 101 0 options(*nopa Ss)

The human-readable message is particularly useful f  or letting the user
know what's going on.

if(rc<>1);
msg = http_error();
/I you can now print this message on the screen,
/I or pass it back to a calling program,
/I or whatever you like.
endif;
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Handling Errors, continued...

The error number is useful when the program anticipates and tries to handle
certain errors.

if(rc<>1);

http_error(errnum);

select;
when errnum = HTTP_NOTREM
/[ app needs to be registered with DCM

exsr RegisterApp;
when errnum = HTTP. NDAUTH;
/I site requires a userid/password
exsr RequestAuth;
other;
msg = http_error();
endsl;

endif;
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WSDL2RPG

Instead of SoapUl, you might consider using WSDL2RPG — another open source
project, this one from Thomas Raddatz. You give WSDL2RPG the URL or IFS path of
a WSDL file, and it generates the RPG code to call HTTPAPI.

WSDL2RPG URL('/home/klemscot/CurrencyConvertor.wsdl D)
SRCFILE(LIBSCK/QRPGLESRC)
SRCMBR(CURRCONYV)

Then compile CURRCONYV as a module, and call it with the appropriate parameters.

- Code is still beta, needs more work.

- The RPG it generates often needs to be tweaked before it'll compile.

- The code it generates is much more complex than what you'd use if you generated it
yourself, or used SoapUl

. Can only do SOAP (not POX or REST)

But don't be afraid to help with the project! It'll be really nice when it's perfected!
htt p: / / ww. t ool s400. de/ Engl i sh/ Fr eewar e/ WBDL2RPGE wsdl 2r pg. ht m
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About SSL with HTTPAPI

The next example (UPS package tracking) requires that you connect using
SSL. (This is even more important when working with a bank!)

HTTPAPI supports SSL when you specify "https:" instead of "http:" at the
beginning of the URL.

It uses the SSL routines in the operating system, therefore you must have all
of the required software installed. IBM requires the following:

* Digital Certificate Manager (option 34 of OS/400, 57xx-SS1)

TCP/IP Connectivity Utilities for iSeries (57xx-TC1)

IBM HTTP Server for iSeries (57xx-DG1)

IBM Developer Kit for Java (57xx-JV1)

IBM Cryptographic Access Provider (5722-AC3) (pre-V5R4 only)

Because of (historical) import/export laws, 5722-AC3 is not shipped with OS/400.
However, it's a no-charge item. You just have to order it separately from your business
partner. It is included automatically in V5R4 and later as 57xx-NAE
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UPS Example (slide 1 of 11)

This demonstrates the "UPS Tracking Tool" that's pa rt of UPS OnLine
Tools. There are a few differences between this an  d the previous
example:

* You have to register with UPS to use their services (but it's free)

* You'll be given an access key, and you'll needtos  end it with each
request.

* UPS requires SSL to access their web site.

e UPS does not use SOAP or WSDL for their Web service s — but does
use XML. Some folks call this "Plain Old XML" (POX ).

* Instead of WSDL, they provide you with documentatio n that
explains the format of the XML messages.

* That document will be available from their web site after you've
signed up as a developer.
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UPS Example (slide 2 of 11) /\/ﬁ
1o

File Edit Help

0527012
101

|__ tn5250 - WT - ssl:as400.klements.co

File Edit Help

rack UF ackage

Signed 'By;
Status City 5t Description

no1/001

ERVYa




UPS Example (slide 4 of 11)

D UPS USERID  C ‘<put-your userid here>'
D UPS PASSWD  C ‘<put your password here>'
D UPS LICENSE C '<put your access license here>*
d act S 1010
d activity ds qualified
d dim(10)
d  Date 8A
d Time 6A
D Desc 20A
D City 20A
D State 2A
D Status 20A
D - SignedBy 20A
/I Ask user for tracking number.
exfmt TrackNo;
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UPS Example (slide 5 of 11)

postData =
‘<?xml version="1.0"?>' +
'<AccessRequest xmllang="en-Us">' +
'<AccessLicenseNumber>' +UPS LICENSE #+ '</AccessLicenseNumber>' +
'<Userld>' +UPS USERID #+ '</Userld> +
'<Password>"' +UPS PASSWD + '</Password>' +
'</AccessRequest>' +
'<?xml version="1.0"?>' +
'<TrackRequest xml:lang="en-Us">' +
'<Request>' +
'<TransactionReference>' +
'<CustomerContext>Example 1</CustomerContext>'  +
'‘<XpciVersion>1.0001</XpciVersion>' +
'</TransactionReference>" +
'<RequestAction>Track</RegquestAction>' +
‘<RequestOption>activity</RequestOption>’ +
'</Request>' +
‘<TrackingNumber>' + TrackingNo + '<[TrackingNumber>'  +
'</TrackRequest>' :

rc = http__post_xml(Chttps:/iwwwcie.ups.com/ups.app/xml/Track'
1 Y%addr(postData) + 2
: %len(postData)
: Yopaddr(StartOfElement)

if (rc<>1);

: Y%paddr(EndOfElement) \
SANULL );
msg = http_error();

/I REPORT ERROR TO USER
endif;

and:EndOfElement
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UPS Example (slide 6 of 11)

for RRN = 1 to act;
monitor;
tempDate = %date(activity(RRN).date: *ISO0);
scDate = %char(tempDate: *USA);
on-error;
scDate = *blanks;
endmon;

monitor;
tempTime = %time(activity(RRN).time: *HMS0);
scTime = %char(tempTime: *HMS);

on-error;
scTime = *blanks;

endmon;

scDesc = activity(RRN).desc;
scCity = activity(RRN).city;
scState = activity(RRN).state;
scStatus = activity(RRN).status;

if (scSignedBy = *blanks);
scSignedBy = activity(RRN).SignedBy;
endif;

write SFLREC;
endfor;
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UPS Example (slide 7 of 11)

<?xml version="1.0" ?>
<TrackResponse >
<Shipment >

<Package >
<Activity >
<ActivityLocation >
<Address >
<City >MILWAUKEE<City >
<StateProvinceCode  >WI</ StateProvinceCode >
<PostalCode >53207</ PostalCode >
<CountryCode >US</CountryCode >
</ Address >
<Code>Al</ Code>
<Description ~ >DOCK</Description >
<SignedForByName >DENNIS</SignedForByName >
</ ActivityLocation >
<Status >
<StatusType >
<Code>D</ Code>
<Description ~ >DELIVERED</Description >
</ StatusType >
<StatusCode >
<Code>KB</ Code>
</ StatusCode >
</ Status >
<Date >20041109</ Date >
<Time >115400</ Time >
</ Activity >
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UPS Example (slide 8 of 11)

<Activity >
<ActivityLocation >
<Address >
<City >OAK CREEK/ City >
<StateProvinceCode  >WI</ StateProvinceCode >
<CountryCode >US</ CountryCode >
</ Address >
</ ActivityLocation >
<Status >
<StatusType >
<Code>| </ Code>
<Description  >OUT FOR DELIVERY</ Description >
</ StatusType >
<StatusCode >
<Code>D<s</ Code>
</ StatusCode >
</ Status >
<Date >20041109 </ Date >
<Time >071000 </ Time >
</ Activity >

</ .Package >
</ Shipment >
</ TrackResponse >

There are additional <Activity> sections and other XML that | omitted

because it was too long for the presentation. 107

UPS Example (slide 9 of 11)

P StartOfElement B
D StartOfElement Pl
D UserData * value
D depth 101 0 value
D ‘name 1024A  varying const
D path 24576A varying const
D attrs * dim(32767)
D const options(*varsize)
Ilfree
if path = ‘/TrackResponse/Shipment/Package' and name="Activity’;
act=act+1;
endif;
lend-free
P E
This is called during http_post_xml() for each start element that UPS sends.
It's used to advance to the next array entry when a new package record is
received.
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UPS Example (slide 10 of 11)

P EndOfElement
D EndOfElement - Pl

D UserData * value
D depth 101 0 value
D' name 1024A - varying const
D path 24576A varying const
D value 32767A varying const
D attrs * . dim(32767)
D const options(*varsize)
Ilfree

select;

when path = '/TrackResponse/Shipment/Package/Activity’;

select;

when name = 'Date’;
activity(act).Date = value;

when name = 'Time’;
activity(act).Time = value;

endsl;

when path = ‘/TrackResponse/Shipment/Package/Activity' +
"[ActivitylL ocation’;

select;

when hame = 'Description’;
activity(act).Desc =value;

when name = 'SignedForByName’;
activity(act).SignedBy = value;

endsl;

that loads this array into
subfil
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UPS Example (slide 11 of 11)

when path = '/TrackResponse/Shipment/Package/Activity' +
'[ActivityLocation/Address’;

select;

when name = 'City’;
activity(act).City = value;

when name = 'StateProvinceCode';
activity(act).State = value;

endsl;

when path = '/TrackResponse/Shipment/Package/Activity’ +
'/Status/StatusType';

if ‘name = 'Description’;
activity(act):Status = value;
endif;
endsl;

lend-free
P E
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Exercises

* Find a REST web service on the Internet, and try consuming it with HTTPAPI.
* Such as xurrency.

* | demonstrated POX by tracking a package with UPS. Try writing one that
consumes the POX RPG example from the "providing"” section.

* | demonstrated SOAP with the WebServiceX.net currency exchange service.
Try writing a SOAP consumer that calls the GETCUST example from the
"providing" section.
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HTTPAPI Information

You can download HTTPAPI from Scott's Web site:
http://www.scottklement.com/httpapi/

Most of the documentation for ~ HTTPAPI is in the source code itself.
* Read the comments in the HTTPAPI_H member
* Sample programs called EXAMPLE1 - EXAMPLE20

The best places to get help for HTTPAPI are:
* the FTPAPI/HTTPAPI mailing list
Signup:  http://www.scottklement.com/mailman/listinfo/ftpapi
Archives: http://www.scottklement.com/archives/ftpapi/
* the System iNetwork Forums
http://www.systeminetwork.com/forums
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More Information / Resources

Gaining a basic understanding of HTTP:

What Is HTTP, Really? (Scott Klement)
http://systeminetwork.com/article/what-http-really

What's the Difference Between a URI, URL, and Domai n Name? (Scott Klement)

http://www.systeminetwork.com/article/application-d evelopment/whats-the-
difference-between-a-uri-url-and-domain-name-65224

Gaining a basic understanding of Web Services & Ter minology:

Web Services: The Next Big Thing (Scott N. Gerard)

http://www.systeminetwork.com/article/other-lanquag es/web-services-the-next-
big-thing-13626

SOAP, WDSL, HTTP, XSD? What? (Aaron Bartell)
http://systeminetwork.com/article/soap-wdsl-http-xs d-what

113

More Information / Resources

w3schools.com _-- free (and great!) site for learning web technolog vy

XML: http://www.w3schools.com/xml/default.asp

Web Services: http://www.w3schools.com/webservices/default.asp
WSDL: http://www.w3schools.com/wsdl/default.asp

SOAP: http://www.w3schools.com/soap/default.asp

IBM's web site for the Integrated Web Services (IWS ) tool:

http://www.ibm.com/systems/i/software/iws/
http://www.ibm.com/systems/i/software/iws/quickstar t server.html

SoapUl home page
http://www.soapui.org

WSDL2RPG Home Page
http://www.tools400.de/English/Freeware/WSDL2RPG/ws _ dI2rpg.html

Call a Web Service with WDSL2RPG (Thomas Raddatz)
http://systeminetwork.com/article/call-web-service- wdsl2rpg
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More Information / Resources

How-To Articles About Consuming/Providing Web Servi ces:

RPG Consumes the REST (Scott Klement)
http://systeminetwork.com/article/rpg-consumes-rest

RPG Consuming Web Services with HTTPAPI and SoapUl  (Scott Klement)
http://systeminetwork.com/article/rpg-consuming-web -services-httpapi-and-soapui

IBM's Integrated Web Services (Scott Klement)
http://systeminetwork.com/article/ibms-integrated-w eb-services

Consume Web Services with IBM's IWS (Scott Klement)
http://www.systeminetwork.com/article/rpg-programmi ng/consume-web-services-
with-ibms-iws-66209

UPS OnLine Tools
http://www.ups.com/e_comm_access/gettools index
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More Information / Resources

Sites that offer web service directories
¢ \WebServiceX.net

*  XMethods.net

e BindingPoint.com

* RemoteMethods.com

RPG's XML Opcodes & BIFs:

"Real World" Example of XML-INTO (Scott Klement)
http://systeminetwork.com/article/real-world-exampl e-xml

RPG's XML-SAX Opcode
http://systeminetwork.com/article/rpgs-xml-sax-opco de

PTFs for Version 6.1 Enhance RPG's XML-INTO
http://systeminetwork.com/article/ptfs-version-61-e nhance-rpgs-xmi

XML-INTO: Maximum Length
http://systeminetwork.com/article/xml-maximum-lengt h

XML-INTO: Read XML Data Larger Than 65535

http://systeminetwork.com/article/xml-read-xml-data -larger-65535
XML-INTO: Output to Array Larger than 16 MB
http://systeminetwork.com/article/xml-output-array- larger-16-mb
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This Presentation

You can download a PDF copy of this presentation fr ~ om:

http://www.scottklement.com/presentations/

The Sample Web Service Providers/Consumers in this  article
are also available at the preceding link.

Thank you!
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